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1. MUC TIEU
1.1 Muc tiéu chung (Goals)

Chuong trinh gido duc chat lugng cao (CLC) nganh An toan thong tin (ATTT) tai
Hoc vién Cong nghé Buu chinh Vién thong c6 muc tiéu trang bi cho sinh vién cac k¥ ning
nghé nghiép trong twong lai vé an toan thong tin bao gom ca chuyén mén, dao duc nghé
nghiép, va k¥ nang mém. Trong qua trinh hoc tap, sinh vién dugc trai nghiém va lam chu
cac giai phap va cong nghé tién tién trong linh vuc an toan thong tin. Sau khi tot nghiép,
sinh vién c6 kha ning thich nghi t6t voi moi trudng lam viéc ¢ trong nudc va quoc té. (The
high-quality education program in Information security at the Posts and
Telecommunications Institute of Technology aims to equip students with future career skills
in information security including expertise, professional ethics, and soft skills. During the
learning process, students experience and master advanced solutions and technologies in
the field of information security. After graduation, students are able to adapt well to the
domestic and international working environments).

1.2 Muc tiéu cu thé (Program Objectives - POs):

PO1: Sinh vién tot nghiép s& 4p dung kién thic va ky ning cia minh dé dat dugc thanh
cong trong su nghi€p va/hodc hoc tdp 1€n bac sau dai hoc dé léy béng cép cao hon
(Graduates of the program will apply their knowledge and skills to succeed in their careers
and/or obtain an advanced degree).

PO2: Sinh vién tét nghiép s& giai quyét van d& mot cach sang tao, giao tiép hidu qua va
hoat dong thanh cong trong cac nhém da nganh da dang va toan dién (Graduates of the
program will creatively solve problems, communicate effectively, and successfully function
in diverse and inclusive multi-disciplinary teams).
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PO3: Sinh vién tot nghiép s€ cu xtr c6 dao duc va trach nhiém, s€ luén duogc cap nhat thong
tin thong qua gido duc lién tuc va s& tham gia diy du vao cac hoat dong nghé nghiép va xa
hoi (Graduates of the program will behave ethically and responsibly, will remain informed
through continuing education, and will be involved as full participants in their profession
and society).

PO4: Sinh vién t6t nghiép s& ap dung cac 1y thuyét va k¥ thuat, cong nghé bao mat hién dai
va phu hop dé bao vé ha tang mdy tinh, mang, dit liéu, quy trinh va nguoi dung khoi cac
nguy co, tdn cong va xam nhap (Graduates of the program will apply principles, best
practices, current techniques and technologies of cybersecurity to protect computing
infrastructure, data, processes, and people from threats, attacks and intrusions).

1.2.5 Vi tri lam viéc sau tt nghiép (Job Positions):

Sau khi t6t nghié¢p sinh vién cé thé dam nhén tét cac vi tri va/hodc cong viéc sau (Graduates

of the program can take up the following positions/tasks):

- Can bo k¥ thuat, quan 1y, diéu hanh trong cac linh vuc an toan thong tin, an ninh mang,
cong nghé thong tin (CNTT) (Technical, managerial and executive officers in
information security, cyber security and information technology sectors);

- Quan tri vién bdo mat mang, may chu, hé diéu hanh va co s& dit liu; chuyén vién phan
tich, tu van, thiét ké hé thong thong tin dam bao an toan; chuyén vién kiém tra, danh
gia an toan thong tin cho mang va hé théng; chuyén vién ra quét 16 hong, diém yéu;
chuyén vién phan tich, diéu tra s6 xtr 1y su cb an toan thong tin, an ninh mang
(Network, server, operating system and database security administrators, information
system security analysts, consultants, designers; network and system assessment
specialists; weakness and vulnerability scanning specialists; digital forensics and
incident handling specialists).

- Lap trinh vién phat trién cac Gng dung dam bao an toan thong tin cling nhu cic tng
dung thong thudng (Programmers for developing secure software applications as well
as common software applications);

- Can bd nghién ctru, can bd giang day vé an toan thong tin, CNTT tai cac vién, trung
tdm nghién ctu va cic co s& dao tao (Researchers and lecturers of information
security, information technology at research centers and training institutions);

- Cb thé tiép tuc hoc tiép 1€n trinh d6 sau dai hoc ¢ trong nudc va nude ngoai (Continue
to study to graduate levels in Vietnam and abroad);

- C6 du kién thuc va k§ nang dé du thi cic chimg chi quéc té vé an toan thong tin, an
ninh mang, géom Chimg chi hacker mil traing (CEH), cac Chung chi biao mat cua
CompTIA, nhu Comptia Linux+, Comptia Network+, Comptia Security-+.

2. CHUAN DAU RA

2.1 Cdic chuén dau ra (Learning Outcomes — LOs) va cdac chi bdo (Performance
Indicator - PI) cua chwong trinh dao tao

LO1: Phéan tich mot bai toan phuc tap va ap dung cac 1y thuyét vé may tinh va cac chuyén
nganh lién quan khac dé xac dinh cac giai phap giai quyét bai toan (Analyze a complex
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computing problem and apply principles of computing and other relevant disciplines to
identify solutions).

PI1.1: Phat biéu bai toan va cac yéu cau (Identify the problem and its requirements).

PI1.2: Phan tich cac giai phap tinh toan dé giai quyét bai toan (4nalyze computing
solutions to solve the problem).

PI1.3: Lua chon giai phap phu hop duwa trén cac nguyén Iy tinh toan dé giai quyét bai
toadn (Select appropriate solution based on the principles of computing).

LO2: Giao tiép hiéu qua trong nhiéu bdi canh chuyén nghiép khac nhau (Communicate
effectively in a variety of professional contexts).

PI2.1: Thé hién k¥ nang giao tiép bang van ban hiéu qua trong bdi canh cac cha dé thao
ludn bang ca tiéng Viét va tiéng Anh (Demonstrate effective written communication
skills in the context of discussion topics in both Vietnamese and English).

PI2.2: Trinh bay cac van dé mot cach hiéu qua trong bai thuyét trinh miéng bang ca
tiéng Viét va tiéng Anh (Effectively present concepts in oral presentation in both
Vietnamese and English).

PI2.3: Pat trinh d6 tiéng Anh t6i thiéu TOEFL iBT 70 diém hodc IELTS 6.0 diém tro
Ién hodc tuong duong (Attain minimum scores in the following English language
proficiency tests: TOEFL iBT 70 or IELTS 6.0 or equivalent).

LO3: Nhan thirc dugc trach nhiém nghé nghiép va dua ra nhitng danh gia sang sudt trong
hoat dong bao mat dua trén cac nguyén tic phap 1y va dao duc (Recognize professional
responsibilities and make informed judgments in security practices based on legal and
ethical principles).

PI3.1: Ap dung cac nguyén tic phap 1y va dao duc nghé nghiép khi giai quyét cac van
dé c6 lién quan dén nghé nghiép (Apply legal and ethical principles when resolving
professional issues)

PI3.2: Thé hién nhan thtrc vé tam quan trong cila sy riéng tu va bao mat trong quan 1y
dir li¢u (Demonstrate awareness of the significance of privacy and security in data
management).

LO4: Hoat dong hi€u qua vdéi tu cach 1a thanh vién hoac lanh dao mot nhom tham gia vao
cac hoat dong phu hop vdi chuyén moén an toan thong tin (Function effectively as a member

or leader of a team engaged in activities appropriate to the program's discipline).

PI4.1: Phéi hop, chia sé cong viéc trong mot nhom (Coordinate and share tasks in a
teamwork).

PI4.2: Hoan thanh nhiém vy trong céc vai tro khac nhau ctia nhom (Fulfill duties of
different team roles).



LO5: Ap dung cac ky thuat, cong nghé va coéng cu bao mat dé duy tri hoat dong cua hé
théng khi xuét hién cac rai ro va méi de doa an toan thong tin (Apply security techniques,
technologies and tools to maintain system operations in the presence of risks and threats).

PI5.1: Nhan dang céc rui ro va cac mbi de doa bao mat ddi véi hoat dong cua hé thé)ng
(Identify security risks and threats to system operations).

PI5.2: Lua chon k¥ thuét, cong nghé va cong cu bao mat phu hop dé khic ché / giam
thiéu rii ro va mbi de doa d6i v6i hé thong (Select appropriate security techniques,
technologies and tools to mitigate / reduce risks and threats to system operations).
PI5.3: Trién khai k¥ thuat, cong nghé va cong cu khic ché / giam thiéu rii ro va mdi de
doa di lira chon dé duy tri hoat dong cua hé thong (Deploy selected security techniques,
technologies and tools to mitigate / reduce risks and threats to system operations).
LOG6: Thiét ké, trién khai va danh gia giai phap bao mat cho hé thong dap tng mot tap hop
cac yéu cau xac dinh (Design, implement and evaluate a security solution for a computing
system to meet a specific set of requirements).
PI6.1: Thiét ké giai phap bao mat hé thong theo mot tap cac yéu cau xéac dinh (Design a
security solution for a computing system to meet a specific set of requirements).

PI6.2: Trién khai giai phap bao mat di thiét ké (Implement the designed security
solution).

PI6.3: Panh gia phap bao mat da trién khai (Evaluate the implemented security
solution).

2.2 Ma tran chuadn dau ra voi muc tiéu dao tao

Chuén Muc tiéu cu thé cia CTPT
dau ra POl | PO2 | PO3 | PO4
LOI H M

LO2 L H

LO3 L H

LO4 L H M

LOS5 L H
LO6 L H

Ghi chu: L (Low — thip), M (Medium — trung binh), H (High — cao).

3. KHOI LUQNG KIEN THUC TOAN KHOA: 154 tin chi (khéng bao gom kién thirc
Gido duc quéc phong, Gido duc thé chdt va Ky nang mém)
4. POI TUQNG TUYEN SINH VA YEU CAU PAU VAO:

a) La nguoi di tot nghiép THPT hodc twong duong, tham dy va trung tuyén (dat yéu ciu
dau vao) trong ky tuyén sinh dai hoc hé chinh quy véi t6 hop xét tuyén Toan, Ly, Hoa



(A00) hoic Toan, Ly, Anh (A01), hodc cac phuong thire xét tuyén riéng cua Hoc vién Cong
nghé Buu chinh Vién thong;

b) Thi sinh 14 nguoi nudc ngoai c6 vin bang tét nghiép twong dwong van bang t6t nghiép
THPT cta Viét Nam, c6 du ning lyc tiéng Viét va tiéng Anh dé hoc tap va nghién ciru;

¢) C6 trinh d6 tiéng Anh tdi thiéu tr TOEFL iBT 30 diém hoic IELTS 4,0 diém tré 1én
(twong dwong voi trinh do Bac 3/6 theo khung nang lyc ngogi ngir 6 bdc cua Viét Nam)
hoic twong dwong (thi sinh chwa dat yéu cau trinh dg tiéng Anh sé phai hoc khéa hoc tiéng
Anh tang cuong trong hoc ky dau tién);

d) Ty nguyén tham gia hoc va cam két dong hoc phi theo quy dinh ctia Hoc vién.

5.QUY TRINH PAO TAO VA PIEU KIEN TOT NGHIEP
5.1 Quy trinh dao tao

Chuong trinh dao tao duogc thuc hién trong 4,5 nam gém 9 hoc ky, trong d6 8 hoc ky
tich liy kién thirc tai Hoc vién va 1 ky thuc tap tai co so thuc té va thuc hién dd an tot
nghiép. T4t ca sinh vién phai viét va bao vé do an t6t nghiép bang tiéng Anh.

Sinh vién dugc ddo tao theo hoc ché tin chi, ap dung Quy ché dao tao tin chi hién
hanh cua B Gido duc va Dao tao, ciia Hoc vién va Quy dinh td chirc dao tao hé chat luong
cao cua Hoc vién.

5.2 Cong nhin tot nghiép

Két thuc khoa hoc, sinh vién dugc cong nhan tot nghiép va cap bang Ky sw An toan
thong tin trinh d9 Pai hoc hé chinh quy — Chat lwgng cao khi hoi dii cac tiéu chuan theo
Quy ché dao tao dai hoc hé chinh quy theo hoc ché tin chi.

6. THANG DIEM

Theo thang diém tin chi nhu bang sau:

2 . Thang diém (Grading scale): 4
Thang diém (Grading scale ): 10 =2 ~ -
Diém chiv/Grade | Diém so/Value
Tir 9,0 dén 10,0 (From 9,0 to 10,0) A+ 4,0
Tir 8,5 dén 8,9 (From 8,5 to 8,9) A 3,7
Piém dat Tir 8,0 dén 8,4 (From 8,0 to 8,4) B+ 3,5
/Pass Tir 7,0 dén 7,9 (From 7,0 to 7,9) B 3,0
T 6,5 dn 6,9 (From 6,5 to 6,9) C+ 2,5
Tir 5,5 dén 6,4 (From 5,5 to 6,4) C 2,0
Tir 5,0 d&én 5,4 (From 5,0 to 5,4) D+ 1,5
Tir 4,0 &n 4,9 (From 4,0 to 4,9) D 1,0
Khons dat Du6i 4,0 (Under 4,0) F 0,0
Loai diém khong phan mikc (ap dung cho cac hoc phan chi yéu cau dat, khong tinh vao diém
trung binh hoc tap): Tu 5,0 diém trd 1€n, diém chir [a P




Diém chit (A, B, C, D, F) va thang diém 4 quy ddi trong tng duoc st dung dé danh

gia két qua hoc tap chinh thirc. Thang diém 10 duoc st dung dé danh gia diém thanh phan

cua cac mon hoc/hoc phan.

7.NOI DUNG CHUONG TRINH PAO TAO (PROGRAM CURRICULUM)
7.1 Cu tric chwong trinh dao tao (Educational Knowledge Structure)

i i A tr ho
STT Khéi kién thire (Knowledge Structure) 50 tin chif
Credits
Kién thtc gido duc dai cuong (Foundation Knowledge): 58
1 | - Kién thirc chung (General Knowledge) 42
- Kién thirc co ban nhom nganh (General Educational Knowledge of Major) 16
Kién thirc gido duc chuyén nghiép (Professional Educational Knowledge) 80
) Trong do:
- Kién thirc co s& nganh va nganh (Major Fundamental Knowledge) 49
- Kién thuc chuyén nganh (Professional Educational Knowledge) 31
3 | Thuc tap va Tt nghiép (Internship and Thesis) 16
Tong cong 154
7.2 Noi dung chwong trinh dao tao (Program Curriculum)
7.2.1. Khoi kién thirc chung (General Knowledge)
, Lén 16p Thi |
N Ma s0 mon S6 tin (tiét) nghi¢m 1.r n -
Tén mon hoc . hoc | Ngon ngir
TT IC N hoc/Course chi/ ol /Thue (1iés iine da
ourse Name Code Credit | Y : tf” hanh ] glang day
Triét hoc Méc-Lénin Tiéne Viet
1 |(Philosophy of Marxism and BAS1150 3 jeng vie
. (Vietnamese)
Leninism)
Kinh té chinh tri Mac-Lénin Tiéne Viét

2 | (Political economics of BAS1151 2 (Vie tni meée)
Marxism and Leninism)

Tu tuong HO Chi Minh (Ho Tiéng Viét

3 Chi Minh Ideology) BAST122 2 24 6 (Vietnamese)
Lich st Dang cong san Vit )

4 Ngm (History of . BAS1153 ) T}eng Viét
Vietnamese communist (Vietnamese)
party) i
Chu nghia xa hoi khoa hoc Tiéng Vit

> (Scientific socialism) BASIIS2 2 (Vietnamese)
Nhép mon tin hoc va an toan ,

¢ |thong tin (Introductionto | qpyyo) cpe| 3 | 24 | 15| 6 Tieng Vict
informatics and information - (Vietnamese)
security)

7 |Tiéng Anh (Course 1) CLC | BAS1162 CLC 8

8 |Tieng Anh (Course 2) CLC | BAS1163 CLC 8

9 |Tiéng Anh (Course 3) CLC | BAS1164 CLC 8




, Lén l6p Thi |
A A Ma so mén  |S§ tin (tiét) nghiém | - A
Tén mon hoc . hoc | Ngon ngir
TT IC N hgc/Course chi/ v |Bai /Thue (tiét iing da
ourse Name Code Credit | . |7 | hanh je e
WP iy
Phuong phap luén nghién £ A
10 |ctru khoa hoc (Scientific SKD1108 > | 18 |6 6 (\E:;i n\fé:fe)
Research Methodologies)
Phép luat dai cuong Tiéng Viét
1 (General laws) BSA1221 2 24 6 (Vietnamese)
Téng cong 42
Gido duc thé chit va gido duc quéc phong
Gi4o duc thé chat 1 Tiéng Viét
! (Physical Education 1) BASTI06 2 2 26 2 (Vietnamese)
Gio duc thé chat 2 Tiéng Viét
2 (Physical Education 2) BAST107 2 2 26 2 (Vietnamese)
Gi4o duc Qubc phong Tiéng Viét
3 (Military Education) BASTI05 73 (Vietnamese)
Kién thirc cdc moén ky ning
K¥ nédng tao 1ap van ban Tiéng Viét
! (Document-writing skills) SKDI103 ! 6 8 ! (Vietnamese)
K¥ ning thuyét trinh Tiéng Viét
2 (Presentation skills) SKDI101 ! 6 8 ! (Vietnamese)
K¥ ndng lam viéc nhom Tiéng Viét
3 (Teamwork skills) SKD1102 ! 6 8 ! (Vietnamese)

7.2.2. Kién thirc co ban nhém nganh (General Educational Knowledge of Major)

o A ) Lén 16p (tié) | Thi
Tén mén hoc Ma s6 mon So tin nghiém E v Nob ~
TT IC N i hoc/ Course chi/ Ly |Bai | /Thue t‘."ft gon I:ig“
ourse Name Code Credit | (huyér | Gp | hanh (i je giang day
(tiét)
Giai tich 1 Tiéng Viét
12 (Calculus 1) BAS1203_CLC 3 36 8 ! (Vietnamese)
Giai tich 2 Tiéng Viét
13 (Calculus 2) BAS1204_CLC 3 36 8 ! (Vietnamese)
Dai s Tiéng Viét
14 (Algebra) BAS1201 CLC 3 36 8 1 (Vietnamese)
Vat Iy ung dung Tiéng Viét
15 (Applied Physics) BASI1270_CLC 4 40 12 8 (Vietnamese)
Xéac suat thong ké Tiéng Viét
16 (Probability and statistics) BAST226_CLC 3 36 8 ! (Vietnamese)
Téng cong 16

7.2.3. Kién thirc gido duc chuyén nghiép (Professional Educational Knowledge)

7.2.3.1. Kién thirc co sé nganh va nganh (Major Fundamental Knowledge)




Thi

5 <8 ma . Lén 16p (tiét
Tén mén hoc Masomén |gf gn |0 P £ nghiém lrf i Neon noil
TT P hoc/Course | chi/ Ly |Bai | /Thue (t::’(;t igﬁ(:ln l:igalr
Code Credit | iy | rgp | hanh | O glang cay
(tiet)
Dién tir sb Tiéng Viét
17 (Digital Electronics) ELEI309_CLC 3 32 8 4 ! (Vietnamese)
Python cho an toan thong e
18 |tin (Python for information |SECI301 CLC| 3 | 24 | 13| 8 Tieng Anh
security) (English)
Toan roi rac 1 Tiéng Viét
19 (Discrete Mathematics 1) INT1358_CLC 3 36 8 ! (Vietnamese)
Cau truc dir liu va giai Tidne Viét
20 |thuat (Data Structures and | INT1306 CLC 3 30 8 6 1 jeng vie
Algorithms) (Vietnamese)
Co s¢ dir licu Tiéng Anh
21 (Databases) INT1313 CLC 3 32 9 4 (English)
Kién triic may tinh va H¢ )
diéu hanh (Computer Tiéng Anh
22 Architecture and Operating INT1325_CLC 3 30115 (English)
Systems)
Lap trinh huéng ddi tuong £ A
23 |(Object-Oriented INT1332 CLC| 3 30 | 8 6 1 (511:;%1 r;/::te)
Programming)
Mang may tinh Tiéng Anh
24 (Computer Networks) INT1336_CLC 3 36 > 4 (English)
Nhap mén cong nghé phan £
25 | mém (Introduction to INTI340 CLC| 3 | 36 | 8 i T(lgr‘:gh‘:ﬁl)h
Software Engineering) £
Nhép mon tri tu€¢ nhan tao Tiéne Anh
26 |(Introduction to Artificial INT1341 CLC 3 32 | 12 1 (Engli h)
Intelligence) s
Hop ngir va Dich ngugc £
27 |(Assembly Programming SEC1302 CLC 3 24 | 13 8 lzggglég)h
and Reverse Engineering) &
Lap trinh Web Tiéng Anh
28 (Web Programming) INT1434_CLC 3 30 0 6 (English)
Co s an toan thong tin Tiéne Anh
29 | (Fundamentals of SEC1401 CLC 3 24 13 8 (English)
Information Security) £
Hé diéu hanh Windows va ,
Linux/Unix (Microsoft Tiéng Anh
30 Windows and Linux/Unix SEC1402_CLC 3 2413 8 (English)
Operating Systems)
Mat ma hoc co sé& Tiéne Anh
31 |(Introduction to SEC1403 CLC 3 24 13 8 (En glish)
Cryptography) 8
Thuc tap co s Tiéng Anh
32 (Basic Internship) SEC1404_CLC 4 4 >6 (English)
Tong cong 49




7.2.3.2. Kién thirc chuyén nganh (Professional Educational Knowledge)

. A 1o ok Thi
5 <A mo 2 Lén 16p (tiet
Tén mén h()c Ma s0 mon SO tin én 16p (iict) nghiém | Tw Ngon ngir
TT /Course Name hoc/Course chi/ | ma /Thye | hoc s G
Code Credit | , wyét | tap hi‘l.ljh (tiet) :
(tiet)
Kiém thtr xAm nhap Tiéng Anh
33 (Penetration Testing) SEC1405_CLC 3 24 13 8 (English)
An toan mang Tiéng Anh
34 (Network Security) SEC1406_CLC 3 24 13 8 (English)
Quan ly va danh gia an
toan thong tin "
35 |(Information Security SEC1407 CLC| 3 32 |13 Tiéng Anh
(English)
Management and
Assessment)
An toan ing dung web va
co s& dit liéu (Web Tiéng Anh
36 Application and Database SEC1408_CLC 3 24 13 8 (English)
Security)
Giam sat an toan mang Tiéne Anh
37 | (Network Security SEC1409 CLC 3 24 13 8 g
WO (English)
Monitoring)
An toan mang nang cao . X
38 |(Advanced Network SEC1410 CLC| 3 24 | 13| 8 Tieng Anh
. - (English)
Security)
Phén tich ma dc Tiéng Anh
39 | (Malware Analysis) SECIAIL CLC| 3 24 131 8 (English)
Hoc phin tw chon 1 (6TC, chon 2/5 hoc phin) Selective Courses (6TC, select 2/5 courses)
Nhép mén DevOps Tiéng Anh
40 (Introduction to DevOps) SECI412_CLC 3 24 13 8 (English)
Ung dung Al trong ATTT £
41 |(AI Applications in SEC1413 CLC | 3 24 | 13| 8 T(gggh‘;f)h
Information Security) &
Phan tich dir liéu 16n cho Tiéne Anh
42 |ATTT (Big Data Analysis | SEC1414 CLC | 3 24 | 13| 8 ene .
. . - (English)
for Information Security)
Nhap mon Blockchain Tiéne Anh
43 | (Introduction to SEC1415 CLC 3 24 13 8 (English)
Blockchain) &
Nhép moén di€u tra so Tiéne Anh
44 | (Introduction to Digital SEC1416 CLC 3 24 13 8 g
- (English)

Forensics)

Hoc

phén tw chon 2 (4TC, chon

2/5 hoc phin) Selective Courses (4TC, select 2/5 courses)

Mat ma hoc nang cao

Tiéng Anh

45 (Advapced Cryptographic | SEC1417 _CLC 2 16 10 4 (English)
Techniques)
Phat trién phan mém an Tiéne Anh
46 |toan (Secure Software SEC1418 CLC| 2 16 [ 10| 4 g
(English)

Development)




7 A r A Thi
5 A maA R Lénl tiét
Tén mén hoc Méasomon g i | 0 %P £ nghi¢gm | Ty | o . &
TT /Course Nar.ne hoc/Course chi/ Iy |Bai /Thye | hoc gigﬁ(:; l&i‘;
Code Credit | , wyét | tap hi‘l‘l}h (tiet) ‘
(tiet)
An toan hé diéu hanh Tiéne Anh
47 |(Operating System SEC1419 CLC 2 16 10 4 g
. (English)
Security)
Céc k¥ thuat gidu tin 2
48 |(Steganographic SEC1420 CLC| 2 16 | 10| 4 Ticng Anh
) (English)
Techniques)
An toan cho Al Tiéng Anh
49 (AI Security) SEC1421 CLC 2 16 10 4 (English)
Téng cong 31
7.2.4 Thuee tdp tét nghiép va Do dn tot nghigp : 16 tin chi/Credits
7.2.4.1 Thyec tp tot nghiép — SEC1498 CLC
(Graduation Internship): 8 tin chi/Credits
Thuec hién tai doanh nghiép bang tiéng Viét (Conducted at enterprises in Vietnamese)
7.2.4.2 D6 an tot nghiép —~SEC1499 CLC
(Thesis/Graduation Module): 8 tin chi/Credits

Sinh vién viét va bao vé d0 4n bang tiéng Anh (Students write and defend their graduation thesis in
English).

8. HUONG DAN THUC HIEN CHUONG TRINH (PROGRAM
IMPLEMENTATION GUIDE)
8.1 Ké hoach hoc tip chuén (Standard study schedule)
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KE HOACH HOC TAP CHUAN
(STANDARD STUDY SCHEDULE)
CTDT DAL HOC NGANH AN TOAN THONG TIN CLC
(HIGH-QUALITY EDUCATION PROGRAM IN INFORMATION SECURITY)

NAM HOC THU NHAT (15T YEAR) HAM HOC THU HAT (2ND YEAR)

T Tén mdn hec/hoc phan S0 TC Hocky TT Tén mdn hoc/hoc phan S0 TC Hoc ky
1 baisd 3 HK1 1 Tiéng Anh (Course 3_CLC) 8 HK3
2 Giaitich 1 3 HK1 2 Kién tric may tinh va hé diéu hanh 3 HK3
3 Nhdp mdn tin hgcwva ATTT 3 HK1 3 Cd s@ An toan thdng tin 3 HK3
4 Tiéng Anh (Course 1_CLC) 8 HK1 4 Ldp trinh hudng ddi twgng 3 HK3
Gido duc thé chat 1 HK1 5 Xac sudt thdng ké 3 HK3
Gido duc quic phéng HK1 K¥ nang lam viéc nhdm HK3
5 Giai tich 2 3 HK2 & Triét hpc Méac Lénin 3 HK4
6 Tiéng Anh (Course 2_(CLC) 8 HK2 7 Toan rdiraci 3 HK4
7 Watly ing dung 4 HK2 8 FPhugng phap ludn NCKH 2 HK4
8 Mang may tinh 3 HK2 9 Python cho An toan thdng tin 3 HK4
Gido duc thé chit 2 HK2 | 10 C3u tric dif ligu va giai thudt 3 HK4
K§ nang thuyét trinh HKZ | 11 Hé& digu hanh Windows va Linux/Unix 3 HK4
K¥ nang tac [dp vén ban HK4
NAM HOC THIY BA (3RD YEAR) NAM HOC THIF TU (4TH YEAR)
TT Tén mdn hocfhoc phin S6TC Hocky TT Tén mdn hoc/hoc phan S& TC Hoc ky
1 Kinh t& chinh ti Mac Lénin 2 HKS 1 T tudng HE Chi Minh 2 HK7
2 Pién trsd 3 HKS 2 Quan ly va danh gia an tean thdng tin 3 HK7
3 M&t ma hoc cd sd 3 HKS 3 An to@n mang ndng cao 3 HK7
4 Cd sd dif liéu 3 HKS 4 Phan tich ma ddc 3 HK7
5 Hdp ngif va dich ngudc 3 HKS 5 Hoc phan tw chon 1.1 (¥) 3 HK7
6 Lap trinh web 3 HKS & Hoc phan tu chon 2.1 (*%) 2 HK7
7 Chd nghia xa h&i khoa hoc 2 HKB 7 Lich sf Bang cdng san VM 2 HKB8
8 Mhap mdn cdng nghé phan mém 3 HK& 8§ Giam sat an toan mang 3 HKS
9  Nhdp mdn tri tué nhan tao 3 HKB 9 Kifm thir xam nhap 3 HKS
10 An teoan (ng dung web va cd sd dif liéu 3 HKB 10 Phap ludt dai curdng 2 HK8
11 An toan mang 3 HK& 11 Hoc phan tu chen 1.2 {*) 3 HKS8
12 Thyc tdp cd s6 4 HKB 12 Hoc phan tu chon 2.2 (*%) 2 HKB8
[15]
NAM THU NAM (5TH YEAR)
Thue tdp va dd an tdt nghiép 16 HK9
TONG CONG: [154]
%) Gc hoc phan ' chon 2 55TC ) Cdc hoc phén tv'chon 1 55TC
1 Mat ma hoc nang cao 2 1 WNhap min DevOps 3
2 Phat trién phdn mém an toan 2 2 Ung dung AI trong ATTT 3
3 Antoan hé didu hanh 2 3 Phan tich dir ligu ldn cho ATTT 3
4 Cdc kY thuat gisl tin 2 4 WNhap mdn Blockchain 3
5 Antoan cho AT 2 5 WNhgp mdn diu tra 55 3
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8.2 Tién trinh hoc tip chuén (Standard study process)

TIEN TRINH HOC TAP CHUAN

NGANH AN TOAN THONG TIN HE CHAT LU'ONG CAO

Kién thirc chung

K thirz c.b nhdém nganh

[:] Kién thirc cor 2 nganh

D Kign thirc chuyén nganh

—_—

Hoc phin hoc trdc

Hoc phin song hanh

12

¥ng dung Al treng ATTT
Phén tich di liéu lén cho ATTT

Mhédp man Blockchain
Mhép mdn diéu tra =0

{**} Cac hoc phan fwr chon 2

1
2
3
4
3

WM&t md hoc nédng cao

P hat trién phdn m&m an toan

An toan hé digu hanh
Cac k¥ thudt gidu tin
An todn cho Al

Tiéng Anh Tiéng Anh Tigng Anh i e e e . N L .
(Course 1 CLC) (Course 2 CLC) > (Course3 CLC) " Trlﬁetlh;uc K[nht? I_Thll'lh tri | Chu nghia x& hai N Tl.frth’ang Ha . . Lp:h'su' Bang ’ Thl.__JF tap
ac-Lenin [3TC) Mac-Lénin [2TC) khoa hoo (2TC) Chi Mink (2TC) cong =an WM (2TC) toit nghigp (GTC)
BTC) [BTC) [8TC)
r T 4
. £ - ] - £ 2 r - - £ I'- - - . - r 2 o i 2 L. £ ~
Brai = WAL % g dung HaC sust Phudng phap Biéntir =0 Mhég manth tué H o phan tu chon Hoc phan tu chon B4 &n tot nahigp
(3T 4T théng k& (3TC) ludn MEkH @Tc) (3T nhén tao (3TC) 1.1 [ (3TC) 1.2 (#)(3TCY (BTC)
[ L) | - - . J \ ) .
[ v [ . p . P -
Gidi tich 1 Gigitich 2 L&p tinh hudng Cautnic ol ligu va Lép trinh web Mhdp mdn cing Hoc phén tw chon Hoc phén tu chon
(3T (3TC) i tong (3T C) oidi thudt (3727 (3T nighé phdn mém 2.1 (# (2TC) 220 (2TC)
\ T T \ £ \ J
I ¥ H [ [
N ' ) . .. N " . e m f 5 @ = a8 oo N i . I = h
Mhép méntin hoc o Mang méy tinh | Cosdantodn Toan rdi rac 1 Cor at dllk lidu A toan Ceng dung Cruan 14 va danh Kigm thiy
va ATTT (3TC) (3TC) thing tin (3TC) (3TC) (3TC) ek v oo 5o gl an todn thing A nhép (3TC)
\ - ) 3 - ¥ - ¥
¥ ¥
( A i - kA . " - a - . N [ . - -
Kigntmic mavy HE digu hanh Mat ma hoo N The tap An tosn mang Giam =&t an toan
tink v& hé digu Yyincows va cor el (3TC) | oo sR AT nang cao (3TC) mang (3TC)
L — 4 . A L
[ 7 ¥ 7
¥
B f' . " B p N
Ls] Puthoncho Hop ngick wa Antodn mang Phan tich Fhap lugt
Antoan thang tin dich ngwoc(3TC) | % (3T ma doc (3TC) dai cuong (2TC)
% r
B S— )
{*) Cac hoc phan tw chon 1
Chu giai 1 Mhép mdn DevOps



9. MO TA TOM TAT CAC MON HQC (Description of Courses)
9.1 Khéi kién thirc chung (General Knowledge)

S6 thir tw 1-5: Céc hoc phén 1y luén chinh tri: thyc hién theo chuong trinh chuan ctia Bb Gido duc
va dao tao (Conducted using the standard program of the Ministry of Education and Training).

So thir tu 6:

Tén hoc phan: Nhap mén tin hoc va ATTT (Introduction to informatics and information security)
Ma hoc phan: SEC1101_CLC

S6 tin chi: 3

Hoc phan tién quyét: Khong

Tém tit ndi dung:

Hoc phan cung cép cac kién thic va k§ ning: cac kién thic co ban vé thong tin va xir 1y thong
tin; nhan biét va st dung cac loai may tinh va thiét bi ngoai vi; k¥ ning st dung cac ung dung
thong dung va khai thac cac dich vu co ban trén Internet; kién thtrc khai quat vé lap trinh va lap
trinh C; cac khéi kién thtrc chinh trong an ninh thong tin; phan mém, cong cu va tng dung cho an
ninh thong tin; va nhitng thach thic, xu hudéng va tuong lai cua an ninh thong tin. (The course
provides students with basic knowledge of computers, networks, programming and information
security. Specific topics include: basics of information and computer systems; operating systems;
common software applications; programming with C language; basic concepts of information
security; major knowledge blocks in information security; software, tools and applications for
information security; and challenges, trend and future of information security).

S6 thi tw 7-9: Cac hoc phén tiéng Anh, thuc hién theo chuong trinh dao tao chét lugng cao cua
nha truong.

S6 thir tu 10:

Tén hoc phan: Phuong phép luan nghién ciru khoa hoc (Scientific Research Methodologies)
M3 hoc phan: SKD1108

S6 tin chi: 2

Hoc phan tién quyét: Khong

Tom tit ndi dung:

Hoc phan cung cap cac kién thic co ban vé cac phuong phap tién hanh thyc hién céc loai hinh
nghién ctru trong hoc tap, nhu bai tap 16n, tiéu luan/dd 4n mén hoc, bao céo khoa hoc, d6 an/khoa
luan t6t nghiép mot cach co hé thdng va mang tinh khoa hoc. Hoc phan duoc ciu trac thanh 5
phan: Pai cwong vé khoa hoc va nghién ciru khoa hoc; Trinh ty logic ciia nghién ciru khoa hoc;
Phuong phép thu thap, xtr Iy thong tin; Trinh bay két qua nghién ctru khoa hoc; T chirc thuc hién
dé tai. (The course provides basic knowledge about methods for conducting various types of
research in learning, such as assignments, essays/subject projects, scientific reports, graduation
projects/theses in a systematic and scientific manner. The course is structured into 5 parts: General
information about science and scientific research; Logical sequence of scientific research; Methods
of collecting and processing information; Presentation of scientific research results; Organization
of project implementation).

S6 thir twr 11:

Tén hoc phan: Phap luat dai cwong (General laws)
Ma hoc phan: BSA1221

S6 tin chi: 2

Hoc phan tién quyét: Khong

Tom tit ndi dung:
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Hoc phan cung cép cac kién thirc co ban vé nha nudc va phap luat ndi chung, nha nuéc va
phap luat Viét Nam; cac quy dinh cta nhiing nganh luat co ban trong hé thong phap luat Viét Nam.
(The course provides basic knowledge about the state and law in general, the state and law of
Vietnam; regulations of basic branches of law in the Vietnamese legal system).

9.2 Kién thic co' ban nhém nganh (General Educational Knowledge of Major)

S6 thir tw 12:

Tén hoc phan: Giai tich 1 (Calculus 1)
Mi hoc phan: BAS1203 CLC

Sé tin chi: 3

Hoc phan tién quyét: Khong

Tém tit ndi dung:

Hoc phan cung cap cac kién thirc sau: Tap sb va ddy s6: Tap s6 thuc va tip s6 phirc, ddy sb va
gidi han cua day sb; Phép tinh vi phan cta ham s6 mot bién sd: Ham s, gidi han, lién tuc, dao
ham, vi phén, cac dinh 1y vé gia tri trung binh va cac ung dung; Phép tinh tich phan: Tich phin bat
dinh, tich phan xac dinh va tich phan suy rdng, cac ing dung cua tich phan; Ly thuyét chudi: Chudi
s0, chudi s6 duong, chudi s6 co diu bét ky, chudi ham s6, chudi lily thira va chudi Fourier; (The
course provides the following knowledge: Number sets and sequences: Real numbers and complex
numbers, sequences and limits of sequences; Differential calculus of functions of one variable:
Functions, limits, continuity, derivatives, differentiation, mean value theorems and applications;
Integral calculus: Indefinite integrals, definite integrals and improper integrals, applications of
integration; Series theory: Number series, positive series, series of numbers with arbitrary signs,
function series, power series and Fourier series).

S6 thir tw 13:

Tén hoc phan: Giai tich 2 (Calculus 2)

Mai hoc phan: BAS1204 CLC

S6 tin chi: 3

Hoc phan tién quyét: Giai tich 1 (Calculus 1)
Tom tit ndi dung:

Hoc phan cung cap cac kién thirc sau: Phép tinh vi phan cia ham nhiéu bién; Tich phan cua
ham nhiéu bién: Tich phan phu thudc tham sd. Tich phan bdi. Tich phan dudng, tich phan mat va
cac ung dung; Phuong trinh va h¢ phuong trinh vi phan; (The course provides the following
knowledge: Differential calculus of functions of many variables; Integral calculus of functions of
many variables: Parametric integrals. Multiple integrals. Line integrals, surface integrals and
applications; Equations and systems of differential equations).

S6 thir ty 14:

Tén hoc phan: Pai sé (Algebra)
M3 hoc phan: BAS1201_CLC
Sb tin chi: 3

Hoc phan tién quyét: Khong
Tom tit ndi dung:

Hoc phan cung cép cac kién thirc sau: Suy dién logic hinh thirc; Ly thuyét tip hop, anh xa;
Céu trac dai s6 Boole; Cong cu dai sb tuyén tinh, bao gém khong gian véc to, ma tran, dinh thirc,
hé phuong trinh tuyén tinh, 4nh xa tuyén tinh, tich v6 huéng khong gian véc to Euclide va dang
toan phuong. (The course provides the following knowledge: Formal logic deduction; Set theory,
mapping; Boolean algebraic structure; Linear algebra tools, including vector spaces, matrices,
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determinants, systems of linear equations, linear maps, dot products of Euclidean vector spaces and
quadratic forms).

S6 thir ty 15:

Tén hoc phan: Vit 1y tng dung (Applied Physics)
M3 hoc phan: BAS1270 CLC

S6 tin chi: 3

Hoc phan tién quyét: Khong

Tém tit ndi dung:

Hoc phan bao gdom: (1) Ly thuyét: Cac kién thirc co ban vé Co — Pién — Tir — Quang, véi cac
ndi dung chinh: co hoc, dién truong tinh, tr truong khong ddi, truong dién tr va song dién tur,
quang hoc song, thuyét twong ddi, quang hoc luong tir, co hoc lugng tir, nguyén tir; and (2) Thuc
hanh: gdm céc bai thuc hanh vé dién truong bién thién theo thdi gian, chuyén dong cua electron
trong dién-tur truong, hién tugng nhiéu xa anh sang, hién tugng quang dién. (The course includes:
(1) Theory: Basic knowledge of Mechanics - Electricity - Magnetism - Optics, with main contents:
mechanics, static electric field, constant magnetic field, electromagnetic field and electromagnetic
wave, wave optics, relativity theory, quantum optics, quantum mechanics, atoms; and (2) Practice:
includes practice exercises on time-varying electric field, electron movement in electric-magnetic
field, light diffraction phenomenon, photoelectric phenomenon).

S6 thir tw 16:

Tén hoc phan: Xac suat thong ké (Probability and statistics)
Mi hoc phan: BAS1226 CLC

S0 tin chi: 3

Hoc phan tién quyét: Giai tich 1 (Calculus 1)

Tom tit ndi dung:

Hoc phan bao gom: (1) Phan 1y thuyét xac suat nghién ctru tinh quy luat cia cac hién tuong
ngau nhién: Bién ¢, xac sudt ctia bién cd, cic quy tac tinh xac suit. Bién ngau nhién, véc to ngau
nhién. Cac dic trung ctia bién ngdu nhién va véc to ngiu nhién. Luat s6 1on va dinh 1y giéi han
trung tdm; and (2) Phan toan thong ké: Co s¢ 1y thuyét mau; Cac bai toan wdc lugng va kiém dinh
gia thiét théng ké. (The course includes: (1) Probability theory section studies the regularity of
random phenomena: Events, probability of events, rules for calculating probability. Random
variables, random vectors. Characteristics of random variables and random vectors. Law of large
numbers and central limit theorem; and (2) Statistics section: Sample theory basis; Statistical
estimation and hypothesis testing problems).

9.3 Kién thitc co sé nganh va nganh (Major Fundamental Knowledge)

S6 thir ty 17:

Tén hoc phan: Dién tir s6 (Digital Electronics)
Ma hoc phan: ELE1309 CLC

S6 tin chi: 3

Hoc phan tién quyét: Khong

Tom tit ndi dung:

Hoc phan gidi thiéu mot cach hé théng cac phan tir co ban trong cac mach dién tir s6 két hop
v6i cac mach dién hinh, giai thich cac khai niém co ban vé cong logic, cac phwong phap phan tich
va thiét ké mach logic tir co ban dén phirc tap. (The course systematically introduces the basic
elements in digital electronic circuits combined with typical circuits, explains the basic concepts of
logic gates, methods of analysis and design of logic circuits from basic to complex).
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S6 thir tw 18:

Tén hoc phan: Python cho an toan thong tin (Python for information security)
Ma hoc phan: SEC1301_CLC

86 tin chi: 3

Hoc phan tién quyét: Co sd an toan thong tin

Tom tit ndi dung:

Hoc phan cung cép kién thirc co ban vé 1ap trinh Python, bao gdm cac cha dé thiét yéu nhu ca
phap, cdu trac diéu khién, kiéu dit liéu, ham, 1ap trinh huéng d6i twong, xtr Iy tép va quan Iy ngoai
16. Ngoai ra, hoc phan gidi thiéu cho sinh vién cac tng dung thuc té cua Python trong bao mat
thong tin, bao gdm mét mi, quét mang, danh gia 156 hong va kiém thir xdm nhap. (The course
provides fundamental knowledge of Python programming, covering essential topics such as syntax,
control structures, data types, functions, object-oriented programming, file handling, and exception
management. Additionally, the course introduces students to the practical applications of Python in
information security, including cryptography, network scanning, vulnerability assessment, and
penetration testing).

S6 thir tw 19:

Tén hoc phan: Toan roi rac 1 (Discrete Mathematics 1)
M3 hoc phan: INT1358 CLC

S0 tin chi: 3

Hoc phan tién quyét: Nhap mén tin hoc va ATTT

Tom tit ndi dung:

Hoc phan gi6i thiéu cho sinh vién cac khai niém co ban vé toan hoc rdi rac va cac tmg dung
ctia n6 trong khoa hoc may tinh va ky thuat. Cac chu dé nghién ctru lién quan dén cac van dé toan
hoc roi rac, bat ctr khi nao cac ddi tuong dugc dém, khi cac mdi quan h¢ gitra cac tap hop hitu han
(hodc dém duogc) dugc nghién ciru va khi cac quy trinh bao gdm mét s6 lugng hitu han cac budc
dugc phan tich. Sinh vién s& tim hiéu cac cach tiép can khac nhau dé giai quyét cac van dé dém,
liét keé, toi wu hoa va hién c6 nay, va cac ung dung cta chiing trong khoa hoc may tinh va k§y thuat.
(The course introduces students to basic concepts of discrete mathematics and its applications in
computer science and engineering. The studying topics are involving problems of discrete
mathematics, whenever objects are counted, when relationships between finite (or countable) sets
are studied, and when processes involving a finite number of steps are analyzed. Students will learn
different approaches to solve these counting, listing, optimization and existing problems, and their
applications in computer science and engineering).

S6 thir tuw 20:
Tén hoc phan: Céu trc dir liéu va giai thuat (Data Structures and Algorithms)
Ma hoc phan: INT1306_CLC
Sé tin chi: 3
Hoc phan tién quyét: Nhap mon tin hoc va ATTT
Tom tit ndi dung:

Hoc phan gi6i thiéu cho sinh vién nhing kién thiic co ban vé thuat toan va ciu tric dir liéu.
D6i véi mdi thuat toan, hoc phan cung cap cho nguoi hoc kién thirc vé biéu dién, danh gia do phirc
tap, trién khai, danh gia va ung dung. DPdi v6i mdi ciu trac dit liéu, hoc phﬁn cung cép cho nguoi
hoc cac khai niém, dinh nghia, biéu dién, phép toan, trién khai va tmg dung. Nguoi hoc ¢ thé sir
dung kién thirc dd hoc dé giai quyét cac vin dé cu thé cia khoa hoc mdy tinh. (The course
introduces students to the basic knowledge of algorithms and data structures. For each algorithm,
the course provides learners with knowledge of representation, complexity evaluation,
implementation, evaluation and applications. For each data structure, the course provides learners
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with concepts, definitions, representations, operations, implementation and applications. Learners
can use the knowledge learned in solving specific problems of computer science).

S6 thir tw 21:

Tén hoc phan: Co s¢ dit liéu (Databases)

M3 hoc phan: INT1313 CLC

S6 tin chi: 3

Hoc phan tién quyét: Nhap mén tin hoc va ATTT
Tém tit ndi dung:

Hoc phén gidi thiéu cac khai niém co ban can thiét cho viéc thiét ké, sir dung va trién khai céc
hé théng co sO dir li¢u va ing dung co s¢ dit liéu cho nguoi hoc. Hoc phﬁn tap trung vao mo hinh
hoa va thiét ké co so dit liéu, ngdn ngit SQL va cac dang chudn. Bén canh do, cac bai luyén tip va
cac du 4n ciing 1a mot phan cua khoa hoc dé giup sinh vién cai thién cc k§ ning thao tac co so dit
lidu trong thé gi6i thuc. (The course introduces the fundamental concepts necessary for designing,
using, and implementing database systems and database applications to learners. The course
emphasizes on database modeling and design, the SQL language and normal forms. Besides,
computer laboratory exercises and mini-projects based training are parts of the course to help
students improving real-world database manipulation skills).

S6 thir tyr 22:

Tén hoc phan: Kién tric may tinh va Hé diéu hanh (Computer Architecture and Operating
Systems)

M3 hoc phan: INT1325 CLC

S0 tin chi: 3

Hoc phan tién quyét: Nhap mén tin hoc va ATTT

Tom tit ndi dung:

Hoc phan cung cép cho sinh vién kién thirc co ban vé kién tric may tinh va hé diéu hanh, bao
gdm gidi thiéu vé kién triic may tinh; CPU va bo 1énh; hé thong bd nhé may tinh; hé théng bus va
thiét bi ngoai vi; kién triic mdy tinh tién tién; gi6i thiéu vé hé diéu hanh; va cac dich vu co ban cia
hé diéu hanh. (The course provides students with basic knowledge of computer architecture and
operating systems, including introduction to computer architecture; CPU and instruction sets;
computer memory system; bus systems and peripheral devices; advanced computer architectures;
introduction to operating systems; and basic services of operating systems).

S6 thir tu 23:

Tén hoc phan: Lap trinh huéng ddi twong (Object-Oriented Programming)
M3 hoc phan: INT1332_CLC

S6 tin chi: 3

Hoc phan tién quyét: Nhap mon tin hoc va ATTT

Tom tit ndi dung:

Hoc phan cung cép kién thirc co ban vé 1ap trinh hudéng dbi tuong va cac ky niang lap trinh
nang cao voi ngdn ngit 1ap trinh Java. Sinh vién s& duoc trang bi phuong phap luan huéng doi
tuong nhu xdy dung khai niém, mé hinh hoa 16p va cac nguyén tic co ban ciia ky thuat mé hinh
hoa ddi tugng. Hoc phan ciing cung cip cho sinh vién cac ki ning tir co ban dén ning cao vé ngdn
ngtr 1ap trinh Java. (The course provides fundamental knowledge of object-oriented programming
and advanced programming skills with the Java programming language. Students will be equipped
with object-oriented methodology such as concept formulation, class modeling and fundamentals
of object modeling technique. This course also provides students with basic to advanced skills of
Java programming language).
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S6 thir tw 24:
Tén hoc phan: Mang méy tinh (Computer Networks)
Ma hoc phan: INT1336_CLC
86 tin chi: 3
Hoc phan tién quyét: Nhap mon tin hoc va ATTT
Tom tit ndi dung:
Hoc phan cung cép cac kién thic co ban vé kién tric, nguyén 1y van hanh, cac giao thirc, cac
cong nghé su dung trong mang may tinh. (The course provides basic knowledge about architecture,
operating principles, protocols, and technologies used in computer networks).

S6 thir ty 25:

Tén hoc phan: Nhap mén cong nghé phan mém (Introduction to Software Engineering)
M3 hoc phan: INT1340 CLC

86 tin chi: 3

Hoc phan tién quyét: Lap trinh hudng ddi tuong

Tom tit ndi dung:

Hoc phan cung cap: Cac khai niém va phuong phap ki thuat lién quan dén tién trinh phat trién
phﬁn mém, bit dau tir léy yéu clu, phan tich, thiét ké, cai dat va kiém th. (The course provides:
Concepts and technical methods related to the software development process, starting from
requirements gathering, analysis, design, implementation and testing).

S6 thir tw 26:

Tén hoc phan: Nhap mén tri tué nhan tao (Introduction to Artificial Intelligence)
M hoc phan: INT1341_CLC

S6 tin chi: 3

Hoc phan tién quyét: Lap trinh hudng ddi tuong

Tom tit ndi dung:

Hoc phan giéi thiéu cho sinh vién vé biéu dién kién thirc co ban, tim kiém va giai quyét van
dé, va cac phuong phap hoc tap cua tri tué nhan tao. Cac phwong phap tim kiém va giai quyét van
dé c6 thé ap dung trong nhiéu hé thdng cong nghiép, dan dung, y té, tai chinh, ré bot va thong tin.
Sinh vién s& nghién ctru cac cau hoi vé hé théng Al nhu: cach bicu dién kién thic, cach tao higu
quéa cac chudi hanh dong phu hop va cach tim kiém giita cac giai phéap thay thé dé tim ra cac giai
phap tbi uu hodc gan t6i wu. Sinh vién ciing s& kham pha cach ddi pho véi su khong chic chan trén
thé gidi va cach hoc héi tir dir liéu va kinh nghiém. (The course introduces students to the basic
knowledge representation, search and problem solving, and learning methods of artificial
intelligence. The search and problem-solving methods are applicable throughout a large range of
industrial, civil, medical, financial, robotic, and information systems. Students will study questions
about Al systems such as: how to represent knowledge, how to effectively generate appropriate
sequences of actions and how to search among alternatives to find optimal or near-optimal
solutions. Students will also explore how to deal with uncertainty in the world and how to learn
from data and experience).

S6 thir ty 27:
Tén hoc phan: Hop ngit va Dich ngugc (Assembly Programming and Reverse Engineering)
M3 hoc phan: SEC1302_CLC
S6 tin chi: 3
Hoc phan tién quyét: Kién triic may tinh va Hé diéu hanh
Tom tit ndi dung:
Hoc phan cung cip: Kién thic khai quat vé vi xir 1y, kién trac x86, tap 1énh co ban va mé
rong; Cac kién thirc co ban vé 1ap trinh hop ngit, bao gdbm ct phap, cac ciu tric diéu khién, cac
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kiéu dit liéu, vao ra; Ung dung lap trinh hop ngit trong mot sb bai toan cu thé; Gidi thiéu vé dich
nguoc mbi quan h¢ gitra dich ngugc va hop ngir, cac ky thuat va cong cu dich nguoc, ing dung
dich nguoc trong mot s6 bai toan cu thé. (The course provides: General knowledge of
microprocessors, x86 architecture, microprocessor basic and extended instruction sets; Basic
knowledge of assembly language programming, including syntax, control structures, data types,
input and output; Application of assembly language programming in some specific problems;
Introduction to reverse engineering, the relationship between reverse engineering and assembly
language, reverse engineering techniques and tools, application of reverse engineering in some
specific problems).

S6 thir ty 28:

Tén hoc phan: Lap trinh Web (Web Programming)
M3 hoc phan: INT1434 CLC

S6 tin chi: 3

Hoc phan tién quyét: Nhap mon tin hoc va ATTT
Tom tit ndi dung:

Hoc phan cung cap cho ngudi hoc kién thire/ky ning vé phat trién ing dung web, bao gdm
phia may khach (HTML, CSS, JavaScript) cling nhu phia may chu (Javascript). Sinh vién ciling s€
quen thudc véi mot s6 web framework, nhu NodeJS, Spring Boot, React]S. (The course provide
learners with the knowledge/skills about developing web-based applications, including the client-
side (HTML, CSS, JavaScript) as well as server-side (Javascript). Students also will be familiar
with several web frameworks such as NodeJS, Spring Boot, ReactJS).

S6 thir tu 29:

Tén hoc phan: Co s an toan thong tin (Fundamentals of Information Security)
Mi hoc phan: SEC1401_CLC

S6 tin chi: 3

Hoc phan tién quyét: Mang may tinh

Tom tit ndi dung:

Hoc phan cung cip cho sinh vién cac khai niém va nguyén tic co ban vé dam bao an toan
thong tin, an toan may tinh, an toan hé thong théng tin va mang; cic nguy co va cic 16 hong giy
mét an toan; cac dang tan cong, xAm nhap thuong gip; cic dang phan mém doc hai; cac giai phép,
k¥ thuat va cong cu phong chdng, dam bao an toan thong tin, hé théng va mang; van dé quan ly
ATTT, chinh sich, phap luat va dao duc ATTT. (The course provides students with basic
knowledge about information security and information systems security, including security
requirements, general protection model of information systems, security threats, common
computer/network attacks and malwares; Techniques and technologies to secure information and
systems, such as information security based on cryptographic techniques, access control and user
authentication, firewalls, intrusion detection and prevention systems; Information security
management, laws, policies and ethics).

S6 thir tu 30:
Tén hoc ph?m: Hé diéu hanh Windows va Linux/Unix (Microsoft Windows and Linux/Unix
Operating Systems)
Ma hoc phan: SEC1402_CLC
S6 tin chi: 3
Hoc phan tién quyét: Kién trac may tinh va Hé diéu hanh
Tom tit ndi dung:
Hoc phan cung cép kién thuc thiét yéu vé hé didu hanh Microsoft Windows va Linux/Unix,
bao gom lich st, kién tric va giao dién cia chiing, ciing nhu hé thong tép va quan 1y luu trir. Khoa
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hoc bao gdm cai ddt va cdu hinh hé diéu hanh, quan Iy quyén truy cap va nguoi dung, thiét 1ap dich
vu mang va trién khai bao mat. Cac chii dé bd sung bao gdm bao tri hé thong, sao luu va phuc hoi,
khic phuc su ¢d va giam sat hiéu suét. (The course provides essential knowledge about Microsoft
Windows and Linux/Unix operating systems, covering their history, architecture, and interfaces, as
well as file systems and storage management. It includes installation and configuration of operating
systems, user and access rights management, network service setup, and security implementation.
Additional topics include system maintenance, backup and recovery, troubleshooting, and
performance monitoring).

S6 thir tw 31:

Tén hoc phan: Mat ma hoc co s (Introduction to Cryptography)
M3 hoc phan: SEC1403 CLC

Sé tin chi: 3

Hoc phan tién quyét: Nhap mon tin hoc va ATTT

Tom tit ndi dung:

Hoc phﬁn cung cép cac kién thirc co ban vé mat ma hoc, bao gém: vai tro, tim quan trong cua
méat mi; mot sd vin dé co ban vé toan hoc ung dung trong mat ma; cac gidi thuat ma hoa ddi xung
va bat doi xtng thong dung; cadc ham bam phé bién; mot sd ung dung thuc tién cia cac giai thuat
ma héa; va cac k¥ thuat quan 1y va phan phdi khoa ma. (The course provides basic knowledge of
cryptography, including: the role and importance of cryptography; some basic issues of applied
mathematics in cryptography; common symmetric and asymmetric encryption algorithms; common
hash functions; some practical applications of encryption algorithms; key management and
distribution techniques).

SO thir tw 32:

Tén hoc phan: Thyc tap co so (Basic Internship)
Mi hoc phan: SEC1404_CLC

S6 tin chi: 4

Hoc phan tién quyét: Co so an toan thong tin
Tom tit ndi dung:

Hoc phén hd trg sinh vién ap dung cac kién thirc co sé da hoc vao giai quyét mot sb bai toan
va van dé thyc té, nham rén luyén ky ning phan tich, giai quyét van d&; Mot sb dang bai toan cu
thé gdm: Quan tri hé thong, Cac cong nghé/ky thuat an toan pho bién, Ra quét, phén tich diém yéu,
16 hong, Lap trinh trong an toan théng tin. (The course supports students in applying the basic
knowledge they have learned to solve some practical problems and issues, in order to practice their
analytical and problem-solving skills; Some specific types of problems include: System
administration, Common security technologies/ techniques, Scanning, analyzing weaknesses and
vulnerabilities, Programming in information security).

9.4 Kién thitc chuyén nganh va tot nghiép (Professional Educational Knowledge and
graduation)

S6 thir ty 33:

Tén hoc phan: Kiém thir xdim nhap (Penetration Testing)

Ma hoc phan: SEC1405_CLC

S6 tin chi: 3

Hoc phan tién quyét: Co so an toan thong tin

Tom tit ndi dung:
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Hoc phén trang bi cac kién thirc co ban vé kiém thir xAm nhap, bao gém cac loai kiém thu;
xam nhap, cc budc thuc hién véi 1ap ké hoach, thuc hién va két thic kiém thir; cac ky thuat; kiém
thir xAm nhép hé thong thong tin cing cong cu hd tro; cac kién thirc chuyén sau vé ky; thuat khai
thac va phan tich 16 hong. (The course provides basic knowledge about penetration testing,
including types of testing; penetration, implementation steps with planning, execution and
completion of testing; techniques; penetration testing of information systems with support tools; in-
depth knowledge about techniques; exploitation techniques and vulnerability analysis).

S6 thir ty 34:

Tén hoc phan: An toan mang (Network Security)
M3 hoc phan: SEC1406 CLC

S6 tin chi: 3

Hoc phan tién quyét: Co sé an toan thong tin
Tom tit ndi dung:

Hoc phan trang bi cic kién thirc chuyén sau vé cac dang tin cong mang va cac giai phap dam
bao an toan mang; cac nguy co va 16 hong trong bao mat mang; cac k¥ thuat tn cong cia tin tic;
cac loai phan mém doc hai va giai phap phong chéng; cac giai phap phong ngira va dap tra tin
cong mang. (The course provides in-depth knowledge of types of cyber attacks and solutions to
ensure network security; risks and vulnerabilities in network security; hacker attack techniques;
types of malware and prevention solutions; solutions to prevent and respond to network attacks).

S6 thir tu 35:

Tén hoc phan: Quan Iy va danh gid an toan thong tin (Information Security Management and
Assessment)

Mi hoc phan: SEC1407 _CLC

S6 tin chi: 3

Hoc phan tién quyét: Co s& an toan thong tin

Tom tit ndi dung:

Hoc phéan cung cip ca nén tang 1y thuyét va hiéu biét thyc té vé phat trién, trién khai va quan
1y cac bién phap bao mat thong tin dé d4p mg céac yeu cau clia to chtrc va co quan quan ly. Chuong
trinh giang day bao gém céc tiéu chudn bao mat qudc gia va qudc té duoc cong nhan rong rii, ciing
v6i cac quy dinh phap 1y 6 lién quan dé dam bao tuan thi va ap dung hidu qua cac giai phap bao
mat. Ngoai ra, hoc phan trang bi cho sinh vién kién thirc vé danh gia va thir nghiém bao mat, bao
gdm céac phuong phap thir nghiém bao mat, danh gia rui ro, phan tich két qua thir nghiém va kiém
toan bao mat. Hon nita, sinh vién s& kham pha cac nguyén tic va bién phap dé dam bao hoat dong
hé théng an toan, duy tri tinh lién tuc ciia doanh nghi¢p va trng phoé hi€u qua véi cac sy ¢ bao mat
thong tin. (The course provides both theoretical foundations and practical insights into the
development, implementation, and management of information security measures to meet the
requirements of organizations and regulatory bodies. The curriculum covers widely recognized
national and international security standards, along with relevant legal regulations to ensure
compliance and effective application of security solutions. Additionally, the course equips students
with knowledge of security assessment and testing, including security testing methodologies, risk
evaluation, test result analysis, and security auditing. Furthermore, students will explore principles
and measures to ensure secure system operations, maintain business continuity, and effectively
respond to information security incidents).

S6 thir ty 36:

Tén hoc phan: An toan Gmg dung web va co sé dit liéu (Web Application and Database Security)
M3 hoc phan: SEC1408 CLC

S6 tin chi: 3
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Hoc phan tién quyét: Co sd an toan thong tin
Tom tit ndi dung:

Hoc phan cung cip céc kién thirc nén tang va chuyén siu vé bao mat cho cac ing dung web va
co so dit liéu bao (CSDL) gdm: Céc yéu cau bao mat cac timg dung Web; Cac nguy co, diém yéu
va 15 hong bao mat trong cac tng dung Web; Cac phuong phép tiép can bao mat cac tng dung
Web; Cac dang tan cong 1én cac Gmg dung Web; Cac bién phap bao mat may chi, tng dung web va
trinh duyét web; Van dé bao mat trong phat trién va trién khai tng dung web; Céc yéu cau bao mat
CSDL, mb hinh téng quat bao mat CSDL, cac dang tin cong thudng gip vao CSDL; Céc co ché
bao mat CSDL;Van dé sao luu, khdi phuc du phong, kiém toan va giam sat hoat dong cua CSDL.
(The course provides basic and in-depth knowledge about security for web applications and
databases, including: Security requirements for web applications; Risks, weaknesses and security
vulnerabilities in web applications; Security approaches for web applications; Types of attacks on
web applications; Security measures for servers, web applications and web browsers; Security
issues in developing and deploying web applications; Database security requirements, general
database security models, common types of attacks on databases; Database security mechanisms;
Backup, restore, audit and monitoring of database operations).

S6 thir tw 37:

Tén hoc phan: Giam sét an toan mang (Network Security Monitoring)
Mi hoc phan: SEC1409 CLC

86 tin chi: 3

Hoc phan tién quyét: Co s& an toan thong tin

Tom tit noi dung:

Hoc phan cung cdp cho sinh vién kién thirc nang cao vé giam sat an ninh mang, bao gdm céc
thanh phﬁn hé théng giam sat, thu thap dir 1iu va céc ky thuat phat hién xam nhap. Hoc phén bao
gdm phat hién dua trén chir ky va dya trén bat thuong, cic cong cu bao mat dé phan tich mbi de
doa va tich hgp v6i co so ha tﬁng bdo mat. Thong qua céc bai tap thyc hanh va cac dy an nhém,
sinh vién s& c6 dugc cac k¥ niang thuc té trong viéc trién khai va quan 1y cac hé thong giam sat
mang. (The course provides students with advanced knowledge of network security monitoring,
including monitoring system components, data collection, and intrusion detection techniques. It
covers signature-based and anomaly-based detection, security tools for threat analysis, and
integration with security infrastructures. Through hands-on exercises and group projects, students
will gain practical skills in deploying and managing network monitoring systems).

S6 thir tu 38:

Tén hoc phan: An toan mang nang cao (Advanced Network Security)
Ma hoc phan: SEC1410_CLC

S6 tin chi: 3

Hoc phan tién quyét: An toan mang

Tom tit ndi dung:

Hoc phan cung cép cho sinh vién kién thirc ndng cao vé cac bién phap bao mat dé bao vé
thong tin va hé théng mang, bao gdom cac k¥ thuat va cong nghé dé d¢am bao an ninh mang; cac k¥
thuat dé bao mat thong tin dugc truyén, bao mat cho hé théng mang; va bado mat cho di¢n toan dam
may. (The course provides students with advanced knowledge of security measures to protect
information and network systems, including techniques and technologies to ensure network
security; techniques to secure transferred information, security for network systems; and security
for cloud computing).

S6 thir ty 39:
Tén hoc phan: Phan tich ma doc (Malware Analysis)
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M3 hoc phan: SEC1411 CLC

S6 tin chi: 3

Hoc phan tién quyét: Hop ngit va Dich nguoc
Tém tit ndi dung:

Hoc phan cung cép cho sinh vién kién thirc co ban vé& phan mém doc hai va cac k¥ thuat phan
tich phﬁn mém doc hai, bao gém phan loai phén mém doc hai, cac hanh vi phé bién cua phﬁn mém
doc hai, cac phuong phap phén tich tinh va dong, cic cong cu phan tich phdn mém doc hai va cac
mg dung cta phan tich phan mém ddc hai trong an ninh mang. Hoc phan ciing bao gdm cac bai tap
thuc hanh va phong thi nghiém dé cung c¢6 cac khai niém 1y thuyét. (The course provides students
with basic knowledge about malware and malware analysis techniques, including malware
classification, common malware behaviors, static and dynamic analysis methods, tools for malware
analysis, and applications of malware analysis in cybersecurity. The course also includes practical
exercises and labs to reinforce theoretical concepts).

S6 thir tu 40:

Tén hoc phan: Nhap mon DevOps (Introduction to DevOps)
Mi hoc phan: SEC1412_CLC

S6 tin chi: 3

Hoc phan tién quyét:

Tom tit ndi dung:

Hoc phﬁn gidi thiéu cho nguoi hoc cac khai niém va thuc hanh thiét yéu cua DevOps, chuén bi
cho ngudi hoc cac vai trd trong tuwong lai trong nganh cong nghé. Pic biét, khéa hoc cung cap cho
ngudi hoc cac cong cu va cong nghé chinh duoc st dung trong mdi trudng DevOps, dé co dugc
kinh nghiém thyc té v6i cac dudong 6ng tich hop lién tuc va trién khai lién tuc (CI/CD); kién triic
DevOps; va cac thuc hanh phat trién an toan. (The course will introduce learners to the essential
concepts and practices of DevOps, preparing learners for future roles in the tech industry. In
particular, the course provides learners with the key tools and technologies used in DevOps
environments, to gain hands-on experience with continuous integration and continuous deployment
(CI/CD) pipelines; DevOps architectures; and secure development practices).

S6 thir tw 41:
Tén hoc phan: Ung dung Al trong ATTT (AI Applications in Information Security)
Mai hoc phan: SEC1413_CLC
S6 tin chi: 3
Hoc phan tién quyét: Python cho an toan thong tin
Tom tit ndi dung:

Hoc phan cung céap cho sinh vién kién thirc co ban va nang cao vé AI, ML, DL va g dung
ML & DL trong viéc giai quyét cac van dé vé an ninh thong tin. Cac chii dé cu thé cua khoa hoc
nay bao gdm tong quan vé AI, ML va DL; cac mo hinh hoc may truyén thong, hoc sau va hoc
chuyén giao; cac k¥ thuat xu 1y dit liéu trudc; cac mo hinh hoc may truyén théng cho an ninh thong
tin; cac mo hinh hoc sau va hoc chuyén giao cho an ninh théng tin. (The course provides students
with basic and advanced knowledge about AI, ML, DL and the application of ML & DL in solving
information security problems. Specific topics of this course include overview of Al, ML and DL;
traditional machine learning, deep learning and transfer learning models; data preprocessing
techniques; traditional machine learning models for information security; deep and transfer
learning models for information security).

S6 thir tu 42:
Tén hoc phan: Phan tich dir liéu 16n cho ATTT (Big Data Analysis for Information Security)
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M3 hoc phan: SEC1414 CLC

Sé tin chi: 3

Hoc phan tién quyét: Python cho an toan thong tin
Tém tit ndi dung:

Khoa hoc cung cip cho sinh vién kién thirc co ban va nang cao vé dit liéu 16n va Gmg dung cta
né trong viéc giai quyét cac thach thirc vé an ninh thong tin. Cac chu d& cu thé cta khoa hoc nay
bao gém cac k¥ thuat phéan tich dir liéu 16n, dédnh gia 15 hong, bao mat di dong, phat hién bat
thuong, phat hién xAm nhép, phan tich phan mém ddc hai, phap y k¥ thuat s6 va sir dung cac cong
cu dir li€u 16n hién dai cho an ninh mang. (The course provides students with basic and advanced
knowledge about big data and its application in addressing information security challenges.
Specific topics of this course include big data analytics techniques, vulnerability assessment,
mobile security, anomaly detection, intrusion detection, malware analysis, digital forensics, and the
utilization of modern big data tools for cybersecurity).

SO thir tw 43:

Tén hoc phan: Nhap moén Blockchain (Introduction to Blockchain)
Mi hoc phan: SEC1415_CLC

86 tin chi: 3

Hoc phan tién quyét: Mat ma hoc co s&

Tom tit ndi dung:

Hoc phan cung cip cho sinh vién nhitng kién thirc co ban vé Blockchain, bao gom: vai tro va
tam quan trong cua Blockchain; mot s6 van dé toan hoc co ban ung dung trong Blockchain; mot sb
kién trac, nguyén 1y hoat dong va giao thirc cuia Blockchain; cac van dé vé bao mat thong tin cho
Blockchain va mét s6 ing dung thuc té ciia Blockchain. (The course provides students with basic
knowledge about Blockchain, including: the role and importance of Blockchain; some basic
mathematical issues applied in Blockchain; some architectures, operating principles, and protocols
of Blockchain; information security issues for Blockchain, and some practical applications of
Blockchain).

S6 thir ty 44:

Tén hoc phan: Nhap mén diéu tra s6 (Introduction to Digital Forensics)
M hoc phan: SEC1416_CLC

S6 tin chi: 3

Hoc phan tién quyét: Co s¢ an toan thong tin

Tom tit ndi dung:

Hoc phan cung cap kién thirc co ban vé phap y k¥ thuat sb, tap trung vao cac thu tuc diéu tra
phap y, thu thap dir liéu, phan tich phap y, xac thuc va viét bao cédo. Hoc phan kham pha céc ki
thuat thu thap, phan tich va dién giai bang ching k¥ thuét s tir nhiéu ngudn khac nhau, bao gom
hé diéu hanh, thiét bi di dong, mang va dich vu tryc tuyén. Hoc ph?ln cling bao gém cac cong cu
phap y, k¥ thuat phuc hoi dir liéu, giai quyét cac phuong phap an dir liéu va cac bién phéap thuc
hanh t&t nhit dé ghi lai cac phat hién trong bao cdo cho cac thu tuc t6 tung phap 1y. (The course
provides fundamental knowledge of digital forensics, focusing on forensic investigation
procedures, data acquisition, forensic analysis, validation, and report writing. It explores techniques
for collecting, analyzing, and interpreting digital evidence from diverse sources, including
operating systems, mobile devices, networks, and online services. The course also covers forensic
tools, data recovery techniques, addressing data-hiding methods, and best practices for
documenting findings in reports for legal proceedings).
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S6 thir tu 45:

Tén hoc phan: Mat ma hoc nang cao (Advanced Cryptographic Techniques)
Ma hoc phan: SEC1417_CLC

S6 tin chi: 3

Hoc phan tién quyét: Mat ma hoc co s

Tom tit ndi dung:

Hoc phﬁn cung cép cac kién thuc nang cao vé mat ma, bao gém: mot sd giai thuat ma hoa bi
mat va cong khai tién tién, danh gia murc do an toan cac giai thuat ma hoa bi mat va cong khai, cac
hé mat trén co s¢ dudng cong Elliptic. Ngoai ra, mén hoc cung cip céc kién thirc co ban va chuyén
sdu vé tham mé, bao gdm cac giai thuat va ky thuat tham ma cac hé mat khoa dbi ximg va bét ddi
xtng. (The course provides advanced knowledge of cryptography, including: some advanced secret
and public encryption algorithms, security assessment of secret and public encryption algorithms,
cryptosystems based on Elliptic curves. In addition, basic and in-depth knowledge of cryptanalysis
issues including: symmetric and asymmetric cryptanalysis algorithms and techniques).

S6 thir tw 46:

Tén hoc phan: Phat trién phan mém an toan (Secure Software Development)
Mi hoc phan: SEC1418 CLC

S6 tin chi: 3

Hoc phan tién quyét: Nhap mon cong nghé phan mém

Tom tit ndi dung:

Hoc phan cung cip cic nguyén tic co ban vé vong doi phan mém an toan, cho phép ho ap
dung cac nguyén tic phat trién phan mém an toan. Hoc phan ciing bao gdm cac tmg dung va cong
cu thyc té, cho phép ngudi hoc trai nghiém quy trinh vong doi phidn mém an toan bang cach phat
trién cac hién vat hiru hinh. (The course provides fundamentals of the secure software lifecycle,
enabling them to apply principles of secure software development. The course also includes
practical applications and tools, allowing learners to experience the secure software lifecycle
process by developing tangible artifacts).

S6 thir tw 47:

Tén hoc phan: An toan hé diéu hanh (Operating System Security)
Mi hoc phan: SEC1419 CLC

S6 tin chi: 3

Hoc phan tién quyét: Co s¢ an toan thong tin

Tom tit ndi dung:

Hoc phan cung cip céc kién thirc co ban va nang cao vé dam bao an toan cho hé diéu hanh,
bao gém: Khéi quat vé an toan hé diéu hanh; Céc co ché an toan phan cing; An toan cac dich vu
co ban cua hé diéu hanh; Cac mé hinh an toan; va van dé danh gia an toan hé diéu hanh. (The
course provides basic and advanced knowledge about ensuring security for operating systems,
including: Overview of operating system security; Hardware security mechanisms; Security of
basic operating system services; Security models; and issues of operating system security
assessment).

S6 thir tyr 48:

Tén hoc phan: Céac k¥ thuét gidu tin (Steganographic Techniques)
M3 hoc phan: SEC1420 CLC

S6 tin chi: 3

Hoc phan tién quyét:

Tom tit ndi dung:
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Hoc phan cung cip céc kién thirc co ban vé gidu tin bao gdbm: khai niém, vai tro, tim quan
trong; dic diém ctia phuong phap gidu tin mat va thuy véan sb; cac phuong phap giu tin trong moi
truong anh, am thanh, video; mot ) ung dung cua k¥ thuat giéu tin trong thuc té. (The course
provides basic knowledge about information hiding including: concepts, roles, importance;
characteristics of secret information hiding and digital watermarking methods; information hiding
methods in image, audio, video environments; some applications of information hiding techniques
in practice).

S6 thir tu 49:
Tén hoc phan: An toan cho AI (AI Security)
Ma hoc phan: SEC1421_CLC
S6 tin chi: 3
Hoc phan tién quyét: Co sd an toan thong tin
Tom tit ndi dung:

Hoc phan cung cip cho sinh vién kién thirc co ban va nang cao vé cac cudc tin cong mo hinh
Al va céc chién luoc phong thi cta ching, bao gdm cac rii ro, 16 hong va thach thic vé quyén
riéng tu trong cac moé hinh Al cac k¥ thuat tin cong ddi nghich va cic giai phap phong ngira va
ung pho. (The course provides students with basic and advanced knowledge of Al model attacks
and their defense strategies, covering risks, vulnerabilities and privacy challenges in Al models,
adversarial attack techniques, and solutions for prevention and response).

S6 thir ty 50:

Tén hoc phan: Thyc tap tot nghiép (Graduation Internship)
M hoc phan: SEC1498 CLC

S0 tin chi: 3

Hoc phan tién quyét: Cac hoc phan chuyén nganh

Tom tit ndi dung:

Hoc phan hd tro sinh vién ap dung cac kién thtrc chuyén nganh da hoc vao giai quyét cac van
dé thuc té c6 lién quan dén ATTT tai cac doanh nghiép, nham rén luyén k¥ ning phan tich, giai
quyét vin dé va nang cao trai nghiém thyuc té cia sinh vién. (The course supports students in
applying the specialized knowledge they have learned to solve practical problems related to
information security in businesses, in order to practice analytical and problem-solving skills and
enhance students' practical experience).

S6 thir tw 51:

Tén hoc phan: D6 an tot nghiép (Thesis/Graduation Module)
M hoc phan: SEC1499 CLC

S6 tin chi: 3

Hoc phan tién quyét: Cac hoc phan chuyén nganh

Tom tit ndi dung:

Hoc phan hd tro sinh vién 4p dung cac kién thirc va k¥ ning chuyén nganh di hoc dé giai
quyét tron ven 1 van dé 1y thuyét va/hodc thuc hanh c6 lién quan dén linh vuc ATTT nham nang
cao k¥ nang tu duy, phan tich va giai quyét van dé, gdm ca k¥ ning viét bao cao va trinh bay, demo
san pham. (The course supports students in applying the specialized knowledge and skills they
have learned to completely solve a theoretical and/or practical problem related to the field of
information security in order to improve their thinking, analytical and problem-solving skills,
including report writing and presentation skills).
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10. MA TRAN LIEN KET CAC HQC PHAN VOI CHUAN PAU RA VA CHI BAO (MATRIX LINKING COURSES WITH PROGRAM
LEARNING OUTCOMES AND PERFORMANCE INDICATORS)

CHUAN PAU RA VA CHI BAO (PLO AND PI)

Ten hoc phan Ma hoc phan LO1 LO2 LO3 LO4 LOS LO6
(Course name) (Course code)
1.1 1.2 | 1.3 |21 (22|23 | 31|32 ] 41 4.2 5.1 52 53 | 6.1 | 62 | 6.3
Triét hoc Méc - Lénin BAS1150 1 1
Kinh té chinh tri Méc - Lénin BAS1151 1 1
Chti nghia xa hoi khoa hoc BAS1152 1 1
Tu twong HS Chi Minh BAS1122 1 1
Lich stt Pang cong san VN BASI1153 1 1

Tiéng Anh (Course 1_CLC)

BAS1162 CLC

Tiéng Anh (Course 2_CLC)

BAS1163 CLC

Tiéng Anh (Course 3_CLC)

BAS1164 CLC

Nhap moén tin hoc va ATTT SEC1101_CLC 1 1 1 1 1
Phuong phéap luan NCKH SKD1108 1 1 1 1 1
Phap luat dai cuong BSA1221 1 1

Giai tich 1 BAS1203 CLC | 1 1 1
Giai tich 2 BASI1204 CLC | 1 1 1
Dai s6 BAS1201 CLC | 1 1 1
Vit ly ung dung BASI1270 CLC | 1 1 1

Xac suat thong ké

BAS1226 CLC

Dién tir s6

ELE1309 CLC

Python cho an toan thong tin

SEC1301_CLC

Toan roirac 1

INT1358 CLC

CAu trac dit liéu va giai thuét

INT1306 CLC

27




CHUAN PAU RA VA CHI BAO (PLO AND PI)

o P Y

11| 12 | 13 |21 | 22|23 |31 |32 |41 | 42 | 51 | 52 | 53 |61 62 | 63

Co s dit liéu INT1313 CLC | 1 1 1

Kién tric may tinh va Hé diéu hanh | INT1325 CLC | 1 1 1

Lap trinh huéng dbi tuong INT1332 CLC | 1 1 1

Mang may tinh INT1336 CLC 1 1 1

Nhap mon cong nghé phan mém INT1340 CLC | 1 1 1

Nhap mén tri tué nhan tao INT1341 CLC | 1 1 1

Hop ngit va dich nguoc SEC1302 CLC 1 1 1 1 1 1 1 1

Lap trinh Web INT1434 CLC | 1 1 1

Co sd an toan thong tin SEC1401 CLC 2 2 2 1 1 1 1 1 1 1 1

Iffn Sf/%gf‘fh Windows va SECI402 CLC | 2 | 2 | 2 | 1 | 1 1 1 1 1 1 1

Mat mi hoc co s¢ SEC1403 CLC | 2 2 2 1 1 1 1 1 1 1 1

Thuc tap co s& SEC1404 CLC | 3 3 3 1 1 1 1 1 1 1 1 1

Kiém thir xdm nhap SEC1405_CLC 2 | 2 2 2 2 2 2 2 2 1 1 1

An toan mang SEC1406 _CLC 2 | 2 2 2 2 2 2 2 2 1 1 1

Quén 1y va danh gia ATTT SEC1407_CLC 2 | 2 2 2 2 2 2 2 2 2 2 2

An toan tmg dung web va CSDL SEC1408 CLC 2 | 2 2 2 2 2 2 2 2 2 2 2

Giam sat an toan mang SEC1409 CLC 3 3 3 3 3 3 3 3 3 3 3 3

An toan mang nang cao SEC1410 CLC 2 2 2 2 2 2 2 2 2 2 2 2

Phan tich ma doc SEC1411 _CLC 3 3 2 2 3 3 3 3 3 3 3 3

Nhap mén DevOps SEC1412_CLC 2 | 2 2 2 2 2 2 2 2 2 2 2

Ung dung AI trong ATTT SEC1413_CLC 2 | 2 2 2 2 2 2 2 2 2 2 2

Phan tich dir liéu 16n cho ATTT SEC1414_CLC 2 | 2 2 2 2 2 2 2 2 2 2 2

[\
o]




CHUAN PAU RA VA CHI BAO (PLO AND PI)

o P Y

11| 12 | 13 |21 | 22|23 |31 |32 |41 | 42 | 51 | 52 | 53 |61 62 | 63
Nhap mén Blockchain SEC1415_CLC 2 | 2 2 2 2 2 2 2 2 2 2 2
Nhap mén diéu tra s6 SEC1416_CLC 2 | 2 2 2 2 2 2 2 2 2 2 2
Mait ma hoc nang cao SEC1417_CLC 2 2 2 2 2 2 2 2 2 1 1 1
Phat trién phan mém an toan SEC1418_CLC 2 2 2 2 2 2 2 2 2 1 1 1
An toan hé diéu hanh SEC1419_CLC 2 | 2 2 2 2 2 2 2 2 1 1 1
Céc ky thuat gidu tin SEC1420_CLC 2 | 2 2 2 2 2 2 2 2 1 1 1
An toan cho Al SEC1421_CLC 2 | 2 2 2 2 2 2 2 2 1 1 1
Thuec tap t6t nghiép SEC1498 CLC | 3 3 3 3 3 3 3 3 3 3 3 3 3
D6 an tot nghiép SEC1499 CLC | 3 3 3 3 3 3 3 3 3 3 3 3 3

Mtrc dap tmg cua moi hoc phan vao mot chuan dau ra c6 thé 1a mot trong 4 murc sau:

Muc (3): Bap ting cao

Mtrc (2): Bap tng trung binh

Miic (1): Dép tng thap
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Miic (0): Khong dép tmg - dé tréng




